PRP / TECHNICAL ATLAS

Cryptography

Follow the operations: reference — proof - shared keys - protected records.

o1  Form areference

PLATE 04 /04

HEADER SUITE IDENTIFIER
PUBLIC KEY > >
1 byte 2 bytes L bytes
Canonical input + domain + suite
An IDENTITY SCIR commits to public-key material. Its identifier length is defined by the suite.
02  Prove control of the referenced key
Session-bound proof context
SIGNER < VERIFIER
O—rr Public key -~ expected SCIR

. > | SIGNATURE / PROOF
Private key stays local

Valid proof establishes key control. Service policy separately decides permission.

03 Establish and derive channel keys

Verify the bound signature

Exchange profile-defined public contributions
(™2

Each endpoint derives the shared secret locally

10

/ Shared secret + transcript - KDF \)_n
O—r

R - S traffic key

V4 choices: X25519 (classical) - ML-KEM (post-quantum) - X25519 + ML-KEM (hybrid).

04 Protect and verify each record

PLAINTEXT AEAD PROTECTED RECORD

. -> >
Operation data Key + nonce + AD Ciphertext + tag

AD = authenticated associated data. Nonces must not repeat under the same key.
Receiver acceptance also checks current authority, sequence and replay state.

05 Selected HS2 laboratory profiles

Al B1

Ed25519ctx identity proof Ed25519ctx identity proof
Ristretto-based establishment Ristretto255 establishment

BLAKE3 - ChaCha20-Poly1305 HKDF/HMAC - ChaCha20-Poly1305

COMPANION | CRYPTOGRAPHIC SUITES

S - R traffic key

RECEIVER

Verify, then expose

C1

No identity proof
Ristretto255 establishment
HKDF/HMAC - ChaCha20-Poly1305

Full IDs, algorithms and lengths are in the reference sheet. Signature and key-exchange choices are distinct.
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